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Abstract

This work is an extension of a research work presented at ICSIoT 2019. A suggested cryptographic primitive by Carnard
et al. 2012 permits the checkability of a plaintext to a ciphertext to determine whether the ciphertext is an encryption of the
plaintext. The proposed construction ensures a public plaintext query to a ciphertext. However, their proposed scheme is
susceptible to data forgery and re-play attacks during data transmission. Therefore, we propose an improved scheme to resist
data forgery and re-play attacks, and to achieve a simultaneous benefit of digital signature and public key encryption. Our
proposed scheme achieves a desirable security property of EUF-CMA via the random oracle model.

Keywords ID-based signcryption - Plaintext checkable signcryption - Equality test

Introduction

According to Ponemon institute’s report, healthcare data
breach has approximately reached 3.8 million dollars up
from 23 percent in 2013. Mostly, this kind of data breach
occurs in the United States and Germany. However, this
trend of data breach is equally common in developing coun-
tries such as Ghana and Nigeria. The healthcare industry has
seen a high level of data breach in recent times; therefore,
there is the need to protect the privacy of healthcare data.
The scheme at ICSIoT 2019 [1] constructed ID-based
checkable plaintext encryption in healthcare database
systems. However, plaintext checkable encryption cryp-
tographic primitive first presented by Carnard et al. [2] in
CT-RSA-2012 enabled the checkability of plaintext to a
ciphertext without revealing the content of the ciphertext.
This cryptographic primitive enabled a plaintext check to
a corresponding ciphertext without the message content
being disclosed to the checker. According to Tables 1 and
2, the user can perform equality check between the plain-
text and the ciphertext. The work in [1] enabled a medical
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keyword check such as ‘HIV’ whether encrypted or unen-
crypted. The checkability of encrypted and unencrypted
keyword is a remarkable cryptographic tool in plaintext
checkable encryption (PCE), since not all keywords need to
be encrypted during a search process. However, the search
for encrypted or unencrypted keyword during search pro-
cess has a limitation during data transmission. Thus, their
scheme was prone to data forgery and re-play attacks during
data transmission and search process. In view of this, we
propose an identity-based plaintext checkable signcryption
with equality test (ID-PCS-ET) to curtail such vulnerabili-
ties. Thus, our proposed scheme resists data forgery and re-
play attacks during data transmission in PKE.

Related Work

A generic construction of identity-based signcryption was
proposed in [3]. Their work fulfilled a dual function of
digital signature and public key cryptosystem. Other tra-
ditional schemes adopted signature-then-encrypt. Digital
signature ensures that a message is digitally signed by the
sender and the receiver can inverse compute the message to
verify the signer of the message, while public key crypto-
system requires a secret key digitally signed and certified
by a trusted third party for encrypting/decrypting a mes-
sage. Schemes that employed signature-then-encrypt had
a higher computational cost comparable to the schemes in
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Table 1 Patients table—plaintext database

S/N Frame Bpyy Height,, Weighty,,
01 Kofi 02-10-1988 165 67
02 Kwame 13-02-19980 170 67
03 Kwasi 10-02-1788 163 61
04 Dan 04-12-1990 180 59

Table 2 Disease table—signcryptext database

SIN F Name MalariaPosilives Malaria(Negalives) Viral(Weighl)
01 dj834hna  0-2948mx 021149sdf 69xv70s
02 900688850 90()-44= *(*UJS0) 6kjfs7

03  Kwasi 10-02-1788 1w216dsj3 6uwhd1

04 Daskcnwn 0qqas4-1wsl2-1990 1d,Ish8ywsnz0  5bczf[]9

[3] with low computational cost. However, the construction
in [3,4] adopted data encapsulation method instead of key
encapsulation method compared to [5-7], and their scheme
achieves confidentiality and unforgeability instantiation in
the standard model.

Signcryption scheme proposed by Zheng [8] was on
the assumptions of discrete logarithm, but did not propose
a security proof for their scheme. In view of this, several
research in signcryption schemes such as the schemes in
[9-11] and signature schemes in [12—14] have been con-
structed to simultaneously achieve digital signature and
PKE, with other functional extensions in [15-18]. In 2011,
a survey of identity-based signcryption cryptosystem was
outlined in [19]. Analysis of the various constructions in
[20-22] were discussed and other signcryption schemes
without random oracles were also considered in [23-26].
Threshold signcryption schemes in [27-29] had a limit on
the number of users who can join the scheme during secret
key distribution. However, the scheme in [29] only achieved
semantic security whereby the scheme in [30] pointed out
the lack of formal models and security proof in their scheme
and later unveiled a new improved scheme [30].

Furthermore, Selvi [31] did a cryptanalysis and pointed
out the drawbacks in [30]; thus, their security claims of
unforgeability were not supported by a satisfactory proof
and the security key of the sender could be exposed which
will lead to a total break down of the scheme. In view of this,
Selvi [31] proposed a corrected scheme under the security
notion of signcryption. Again, a combination of threshold
and proxy signcryption has been proposed by Li et al. [32]
and Wang et al.[33].

Recently, secure identity-based cryptosystem has been
proposed by Li et al. [34]. Their security improvement
was based on a proposed signcryption algorithms in [10,
11, 20-22] constructed using the random oracle as well as
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schemes deployed via the standard model in [23, 26, 35],
and semantic improved secure scheme in [25]. All these
schemes had certain deficiencies such as indistinguish-
able chosen ciphertext attack (IND-CCAZ2) and existential
unforgeable chosen message attack (EUF-CMA). However,
an attack was launched in the scheme in [36] to unveil a new
functional secure identity-based signcryption cryptosystem
in [34]. Construction of signcryption cryptosystem in public
key-insulated has also been studied in [37, 38]. Recently,
Zhu et al. [37] launched an attack in [38] to disprove their
security notion of EUF-CMA. According to the Zhu [37],
Chen et al. [38] method did not satisfy security property of
EUF-CMA. Hence, they improved their work to achieve a
standard security notion of EUF-CMA. Nonetheless, there
has not been any scheme to fill the gap in ID-based plain-
text checkable signcryption with equality test in healthcare
systems.

Plaintext Checkable Cryptosystem

Plaintext checkable encryption (PCE) was proposed by
Carnard et al. [2] during CT-RSA-2012 conference. This
concept unveiled the idea of searching on ciphertext using
a plaintext keyword. Their scheme was based on the ran-
dom oracle model and it achieved a desired probabilistic
cryptographic property. According to Carnard et al. [2],
anyone could perform equality test function on whether the
encrypted data are an encryption of a desired plaintext with
a corresponding public key. The anonymous test for equality
exposes their scheme to attacks, and the use of public key
certified by a certificate authority serves as a limitation to
their scheme. However, our proposed scheme enables digital
signing of the plaintext, delegating the test for equality to
a third party via inverse trapdoor computation, and deploy-
ment of identity-based cryptosystem to eradicate the prob-
lem of key-escrow [39] associated with certificate authorities
(CA). We observed that Carnard et al. [2] and Alornyo et al.
[1] proposed constructions when improved will be useful
in healthcare systems, such that plaintext keywords can be
digitally signed to achieve a dual benefits of digital signature
and public key encryption. Again, digitally signing the plain-
text and delegating the search for equality to a third party
denies anonymous tester to check for equality on whether the
signed plaintext is the encryption of the signtext message.
Other constructions of PCE have been studied exten-
sively; however, deployment of PCE via the standard model
has been recently introduced by Ma et al. [40]. Their scheme
deployed the smooth projective hash function and proved its
security efficacy with s-privl-cca and was independent of
the unlink security approach. To the best of our knowledge,
Id-based plaintext checkable signcryption with equality test
in healthcare systems via the random oracle model with its
efficient deployment is still a challenging problems.
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Equality Test

Boneh et al. [41] proposed the first public key encryption
using keyword search (PKEKS). Similar PKEKS schemes
proposed in [42—44] enabled the user encrypt the keyword
and the corresponding data under a specific users public key,
meanwhile, users creates a target keyword trapdoor by using
their private key and then uploads to cloud systems. None-
theless, cloud system can only compare keywords with trap-
doors corresponding to same public key. This has become
bottlenecks for development of keyword search. To alleviate
this problem, Yang et al. [45] proposed the concept of public
key encryption with equality test(PKE-ET) based on bilinear
pairing. Compared to PKE-KS, the equality test in PKE-ET
can be performed between two ciphertexts encrypted with
similar public key and with different public keys.

Following the works of Yang et al. [45], some well-
designed schemes with equality test have been constructed
[46-49]. Recently, Ma [40] proposed a scheme with equal-
ity test in cloud computing. Their above-mentioned scheme
integrated identity-based cryptosystem into public key
encryption with equality test as a novel approach; thus, it
achieved the advantages of both cryptographic primitives.
However, there has been a recent attack perpetuated by an
adversary who is able to launch what is referred to as the
insider attack [50]. In this era of cloud computing, equality
test function is outsourced to a cloud system to examine
whether two ciphertexts are encryptions with similar mes-
sage [51]. Such a delegated responsibility to the cloud server
gives it the leverage to launch the insider attack on users’
ciphertext. This attack when successful enables the cloud
server peddle with encrypted data for economic gains. If the
cloud server has legitimate access to users ciphertext and
is able to test their equality, then the cloud server (insider)
should be resisted from peddling with users ciphertext.
Recent schemes on insider attack has not been able to fully
solve this problem. Therefore, a scheme to check the authen-
ticity of the plaintext keyword during the check process is
paramount in this era of encrypted analytics. Therefore, our
proposed construction of a signcryption scheme checks the
authenticity of the plaintext keyword during the check for
equality.

Our Contribution

Because of the need to signcrypt and authenticate a sign-
cryptext to achieve data integrity, authentication, and non-
repudiation in the work presented at ICSIoT 2019 [1], we
propose an improved identity-based plaintext checkable
signcryption with equality test in healthcare to resist forgery
and re-play attacks during data access and transmission. Our
suggested construction achieved the simultaneous benefit
of digital signature and public key encryption (PKE). The

security analysis of our scheme affirms our construction to a
desirable security property of existential unforgeability and
chosen message attack (EUF-CMA).

Definition

Preliminaries

Definition 1 Bilinear Map. Let G, and G be two multipli-
cative cyclic groups of prime order p. Suppose that g is a

generator of G,. A bilinear map e : G, X G; = Gy satisfies
the following properties:

1. Bilinearity: For any ge€G;, and be Zp,
e(g', ) =e(g. 8)" .
2. Non-degenerate: e : (g,8) # 1.

3. Computable: There is an efficient algorithm to compute
e(g, g) forany g € G,.

Definition 2 Bilinear Diffie-Hellman (BDH) prob-
lem. Let G, and G, be two groups of prime order g. Let
e : G; X G; = Gy be an admissible bilinear map and let g
be a generator of G,. The BDH problem in (g, G,, G, e) is as
follows: Given (g, ¢*, ¢, ¢°), for random x, y, z € Z;, for any
randomized algorithm. A computes the value e(q, 9)** € G,
with advantage:
ADVPPr{A(q. ¢, . q°) = e(q, ™)

We say that the BDH assumption holds if for any polyno-
mial-time algorithm A, its advantage ADVYP" is negligible.

System Model

Tables 1 and 2 depict two medical database records of a
plaintext database and signcryptext database. The primitive
of PCE enables a relational plaintext check from Table 1 to
signcryptext Table 2. The system works as follows:

1. System Registration: Authorized users forward their
unique identity to a key generation center (KGC). KGC
forwards secret keys to the users authorized in the sys-
tem.

2. Setup: User signcrypt medical records and forwards it
through outsourcing to the cloud service provider. In
addition, the authorized user delegates the cloud service
provider using the delegation algorithm with his secret
key, and forwards it to the cloud service provider.

3. Signcryptext Query: In a case where the authorized
user demands for the data stored in the cloud either
signcrypted or unsigncrypted. The user sends a query
keyword to the cloud service provider. The sent key-
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word can either be signcrypted data or unsigncrypted.
Thus, the keyword search can enable plaintext check
on signecrypted or unsignecrypted data. For instance, we
could conduct a search for equality check between the
FName from Table 1 to that of a malaria parasite status in
Table 2. The cloud service provider forwards the result
of the search to the authorized user. It should, however,
be noted that the authorized user is the only designated
user to unsignerypt the result sent by the cloud service
provider corresponding to a specific user identity (ID).

4. Search: This phase, the cloud service provider is then
delegated to check for equality after it has been given the
delegated trapdoor from the ID-based authorized user.
Again, the authorized user is the only designated user to
unsignerypt the result.

ID-PCSET Framework

Our scheme specifies seven algorithms. Thus, Setup,
PCSET-Extract, WBIn

sGen, PCSET-Delegation, PCSET-Signcrypt ,
PCSET-Unsigncrypt, PCSET-Test. Mpcgpr and CTpeggy are
plaintext space and ciphertext space, respectively.

1. Setup: The system on input a security parameter z, the
public parameters K and MKpgpt are generated.

2. PCSET-Extract: The system on input MKpcgpr,
ID € {0, 1}* chosen arbitrarily. The secret key sdkpcggr
is returned corresponding to an identity ID.

3. PCSET-WBInsGen: The algorithm on input security
parameter 7, ID € {0, 1}* arbitrarily chosen, a randomly
chosen witness [52] w; € Wpcgpt selected correspond-
ing to wyp, where WlnsGen(w,) = x, and x; € Xpcggr-
(wy,x;) must satisfy the witness relation R.

4. PCSET-Delegation: The scheme on input ID € {0, 1}*
chosen arbitrarily, generated instance x; € X and for-
wards it to the healthcare database server.

5. PCSET-Signcrypt: The scheme on input ID € {0, 1}*
chosen arbitrarily, plaintext m; € M associated with a
randomly chosen witness relation w; € W. The cipher-
text CT) = (m, w)).

6. PCSET-Unsigncrypt: On input the ciphertext
CT| € CTpcggr. secret key sdkpeggr Of a corresponding
witness w; € W. The plaintext m, is given as output, or
1 otherwise.

7. PCSET-Test: Assuming two ciphertexts CT; € CTpcggy
corresponding to ID,, plaintext m; , and another cipher-
text CT, € CTpcggr corresponding to IDy, plaintext
m; . The scheme will return a success (thus, 1) if m;
and m; are both equal corresponding to their respective
plaintext. Otherwise, it returns failure (thus, 1)
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ID-PCSET Security Model (IND-CCA
and EUF-CMA)

The ID-PCSET satisfies two basic notions of security;
thus, indistinguishable chosen ciphertext attack (IND-
CCA2) and existential unforgeability against chosen
message attack (EUF-CMA) [23, 25, 34]. However, ID-
PCS-ET adds a notion of ID-based indistinguishability
to IND-CCA2 referred to as IND-ID-CCA2 as equally
presented in [34] using the standard model. Using IND-
ID-CCA2 approach, the following game between the
adversary A and the challenger is outlined. Let Li=(Setup,
Extract, Delegation, PCSET-Signcrypt, PCSET-Unsign-
crypt, PCSET-Test) be the same scheme and a polynomial-
time algorithm A. We illustrate the security proof in Fig. 1

1. Setup: The challenger runs the security parameter = and
returns K. It gives the system parameter K to the adver-
sary and keeps MKpgpr to himself.

2. Phase 1: The adversary issues query (P, P,, ....,P,_;).
Each query is of the form:

— Query (ID,): The challenger run H(.) to generate
MKpcgpr corresponding to the public key ID;. It
sends MKpqgpt to A.

— PCSET-Delegation: The challenger runs private
unsigneryption on PCSET-Delegation. The algo-
rithm run PCSET-Delegation to generate a trapdoor
Tpdpcgpr using MKpegpr - Finally, it sends Tpdpegpr
to A.

— Unsignerypt queries: The challenger runs the
unsigncrypt algorithm to unsignerypt the cipher-
text CT, by running the extract algorithm to obtain
sdkpcgpr corresponding to the public key ID;.
Finally, it sends the plaintext m, to A.

3. Challenge: After phase 1 is over, A submits two
equal-length messages (mg, m;) and ID* to be chal-
lenged by the challenger. However, both (m,, m,) were
not given out during the signerypt query and /D*
happens NOT to be in the extract query as in phase
1. The challenger then randomly picks b € {0,1}*
and respond with CT} « signcrypt(m, ,ID*, wY).
The algorithm generates a challenge delegation
Tpdyger = (ID*,x*) by running the delegation algo-
rithm Tpdy .. < Tpdpcspr(sdkpcsgr, my ,, x*) and sends

Tpdygpr O A.

4. Phase 2: The adversary issues query (P, P,, ..., P,_;).

Each query is of the form:

— Query. The challenger responds as in phase 1, since
ID; # ID*.
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Fig. 1 Security proof model of
our scheme

— Delegation Query. Where x # x*. The challenger
respond in the same way as in phase 1.
- Unsigneryptext Query. Where ID, CT, # ID*, CTy

5. Output: A submits a guess b on b. If b’ = b, we say A
wins the game.

A’s advantage in breaking the scheme is noted as:
ADVyp pesr = Prib’ = b] - %is negligible.

EUF-CMA Security

The ID-PCSET achieves IND-ID-CCAZ2 property if and only
if no polynomial adversary attains a non-negligible advan-
tage via IND-ID-CCAZ2 game. ID-PCS-ET also achieves the
security property of EUF-CMA as outlined below in the
game between the challenger and adversary:

1. Setup: The challenger runs the security parameter = and
returns K. It gives the system parameter K to the adver-
sary.

2. Adversarial Attack: The adversary undertakes a poly-
nomial bounded queries similar to the above game.

{9.9¢. 0% T}
Input
| g2 =g
C
Input
User creation
A <« Acce > Decryption queries
Authorization queries
Output
b
Output
T?e(g 9%

3. Forgery: The adversary makes available a new tuple
(CT?, ID*, x*). It should be noted that the new tuple were
not produced during the signcryptext oracle request. The
adversary wins the game if unsigncryptext (CT", ID*, x*)
does not output the symbol L.

According to the above game, it is assumed that ID-PCS-
ET has EUF-CMA property if there exists no polynomial
bounded adversary with a non-negligible advantage.

Construction

We outline the detailed construction of our scheme. This
includes:

1. Setup: The system on input a secured parameter o, it
returns a public parameter K and MKpcggr as the master
secret key.

— The system chooses two multiplicative groups G,
and G, with the same order of length 6 bits with a
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Table 3 ffhe. performance Scheme G, ] G, . G, P IND-2 EC, E

communication overheads it En iy i L]
[55] 2x,, +2x, +1 3 5 1 1 7(+2) N/A A N/A
[56] 2x +2x, +1 3 5 1 1 7(+2) N/A NA N/A
[34] Zx +2x,, +3 7 5 1 2 7(+2) N/A N/A N/A
[57] 2xu1 +x,, +1 7 5 1 1 7(+2) A A N/A
[36] 2x, +x, +3 7 5 1 1 7 N/A N/A N/A
Ours 2x, +x, +3 7 3 2 2 8 A A A
legends: In thls table,’ GMtt multlphcatlon in group G’ G : G, group exponentldtlon G : multiplica-

I, : inverse computatlons in group GT, x x length of iden-

"P": pairing operations in the form x(+y) with y as in [56], "E': equahty test and A:

applicable, N/A: not applicable, IND — 2: IND-CCA2, EC,: EUF-CMA

bilinear map e : G; X G; = Gy. The generator g is
selected for the group.

A keyed permutation is deployed such that
F:{0,1}¥x{0,1}" » Z; with a positive integer
D = k(i) and L = b(i), a random activated value
ry is chosen from {0, 1}£. Message authentication
code (MAC) remarked as Generate(G), Sign(S) and
Verify(V). It executes G(i) to obtain r,. A master
token key MSK = (r,,r,) is set.
The algorithm deploys
tion a:{O,l}f—>Z;, » - {0,1} - G, ,
H,: AXG; xGy — {0,1}*1,  where is
noted as a random number and ¢ as the length of
the message. (¢,,1,) € Z[f randomly chosen and
sets R, =g",R, =g". The system parameter
K=A,G6,,Gr, g R,,R,,MAC,H,,H,,H,) is pub-
lished.

a hash func-

r

PCSET-Extract: The algorithm on inputan ID € {0, 1}*
as string, it computes Opcser = H,(ID) € G, secret key
SDKpcser = (Q,D, Q ). (t,,1,) are the secret random
values generated by the algorithm.
PCSET-Delegation: The algorithm on input a string
ID € {0,1}*, it computes Q,, = H,(ID) € G; and
derives a token TDKprgpr = (QZ)).
PCSET-Signcrypt: The algorithm on input K,
ID as string, it then executes Q;, = H,(ID) € G,.
A plaintext m € Mpcgpr is chosen and two ran-
dom values (P,P,) € Z;. It sets the ciphertext
CT, =(CT1,, CTf, CTg, CT,) as:

CT, = (Hy(Qyp, TDKpcspr)™) - m™, CT; = gh

CT,=g", I, = (llw) ® H,(CT,||CT,|U||e(Q;p. R,)")

The MAC symmetric signature (S), U = S(7,, CTf) is
deployed to signcrypt CT. Thus, the signed Tag U is
used to verify the ciphertext C7;.
PCSET-Unsigncrypt: The unsigncrypt algo-
rithm on input the ciphertext CT,;, secret key
SDKpcspr = (QID, Zj). (t,,1,) are secret random num-
bers generated by the algorithm. The algorithm verify
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if CT, = (H,(Q;p> TDKpcsgr)) and CT; =
If equal, it returns m and L otherwise.
PCSET-Test: With a given plaintext m,, identity ID,,
a ciphertext CT; , and another plaintext my, identity
IDg, ciphertext CT} . The algorithm then executes
O;p = H,(ID) € G,. It checks whether m, is a plaintext
checkable signeryption of a ciphertext CT) and also if
my is the plaintext checkable signcryption of a ciphertext
CT, viathe comgutation of :

gFrare equal.

mP1 —
A Hy(e(Qp, ,TDKpcser)™1)
P CT,
ml = ep
B Hb(e(QIDB!TDKPCSET)Pl) »
mPl _ Hy(eQp, TDKpcsgr)”1)m,!
A Hy(e(Qyp,, TDKpcser)”! )P
mPl _ Hy(eQpp TDKpcger)”1)my'
A Hy(e(Qip,, TDKPCSE;) 1)
P, _ Hy(e(@p, » Q,D )P‘)m
my = —ZP’
Hb(e(Qu)A Q,,, ) )
Hy(e(Qyp, .03 )1 )m
P b 1D,
5 = % Therefore,
Hb(c(QvaQ,DB)
P _ P
A =g

Computational Efficiency

The Pairing-Based Cryptography (PBC) Library [53] is used
to quantify the time consumption of signcryption, unsign-
cryption and test delegation operations (Table 3) . We use the
code of a program in VC++ 6.0 and executed on a computer
(Windows 10 Pro, operating system), Capacity of Intel(R)

Table 4 Running times (ms)

Symbols Description Times
Gpp, G, exponentiation operation 6.3937
Gr,, G, exponentiation operation 1.9718
P, ‘ Pairing operation 11.4173
H, Hash functions 0.000853
G Multiplication operation in G, 0.047
G, Multiplication operation in G, 0.0119
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Table 5 Computational cost

Scheme PCSET-Signcrypt
(ms)

PCSET-Unsigncrypt PCSET-Delegation

[57]
Ours

Gy, + SHj, + 5Gy, = 44.817
2Gp,, + SH;, +5G), = 3.943

TP, +5H,, +5G,, = 76.985 N/A
8P, +5Hy, + Gy, = 91.378  1Gp,, + 1Hy, +1Gy, = 6.4065

Core (TM) 15-4460 CPU with 3.20GHz and 4Gb RAM. The
code was executed several times and average time of execu-
tion extracted in Table 4. With respect to the scheme in [54],
and other pairing-based constructions with a security level of
1024 — bit RSA, a supersingular curve z> = x> + X with an
embedded degree of 2 is adopted. Also, g = 2159 + 217 + 1
noted as a 160 bit Solinas prime with p = 12gr — I noted as a
512 bit prime. With regards to ECC-based schemes, an equiva-
lent security level of Koblitz elliptic curve of y = x* + ax? + b
defined on a Fe is used to provide the same security level
in the ECC group. The computational units are in millisec-
ond (ms) and bytes, respectively. The execution times of each
respective algorithm were calculated and Matlab program was
used to generate the computational results in Table 5. Accord-
ing to Table 5, we achieved a signcryption cost of 3.942(ms),
unsigncryption computational cost of 91.378 milliseconds and
test delegation achieved a remarkable cost of 6.4065 millisec-
onds comparable to the scheme in [57]. This computational
cost results make our scheme ideal for efficient implementation
in mobile platforms and cloud computing environment.

Conclusion

Our paper introduced ID-based plaintext checkable signcryp-
tion with equality test in healthcare systems. The proposed
construction is efficient and has a lesser computational cost
than the usual encrypt-then-sign schemes that had a higher
computational cost. In spite of the fact that other extensions
of identity-based encryption with equality test (IBE-ET) exist
[58-61], ID-PCS-ET achieves a desirable security property of
IND-ID-CCA2 with EUF-CMA via the random oracle model.
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